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Issued By: City of Hood River, 211 2nd St. Hood River, OR 97031
Abigail Elder, City Manager
a.elder@cityofhoodriver.gov

Issue Date: January 16, 2025
Response Date: February 17, 2025 at 5 PM
Questions: Jennifer Gray, City Recorder

j.gray@cityofhoodriver.qov
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INTRODUCTION

The City of Hood River, hereinafter referred to as “City”, is seeking proposals/quotes from qualified
firms to:

1. Evaluate the City’s Information Technology (IT) administration, equipment & infrastructure and
provide strategic planning services with the goal of developing an updated Five-Year
Information Technology Plan

2. Conduct a cybersecurity audit with recommendations based on findings

3. Evaluate and recommendation options for ongoing IT management and staffing

Proposals/quotes will be received until, but not after 5:00 p.m. (local time) February 17, 2025. One
signed original via an electronic copy in .pdf format shall be addressed to the City Recorder at
J.Gray@CityofHoodRiver.gov showing in the subject line — “IT Strategic Plan”.

Proposed Timeline:

January 16, 2025 Issue Request for Proposals
January 31, 2025 Deadline for Questions & Protests
February 17, 2025 Deadline for Responses at 5 PM
Week of March 3, 2025 Interviews

March 24, 2025 Award of Contract

This is a limited solicitation. Any Addenda will be provided simultaneously to the firms solicited for this
opportunity. This RFP and any addenda will be digitally transmitted. Any proposal received after the
scheduled closing time for receipt of proposals will not be considered. It is the responsibility of the party
submitting a RFP response to ensure that their proposal is received at the designated location on or
before the deadline.

Cost of Preparing a Submittal: This solicitation does not commit the City to paying any costs incurred
by Responding Firm(s) in their submission or in making the necessary studies for the preparation
thereof.

Firm Registration: Potential responding firms should register with the City of Hood River to receive
any issued addenda. Firms can register by sending an email indicating their interest in the solicitation to
Jennifer Gray at j.gray@cityofhoodriver.gov. Firms should provide an email address, including
identification of the principle point of contact, where addendum may be sent.

Interpretations and Addenda: All questions regarding this Request for Proposals shall be directed to
Jennifer Gray, City Recorder. If necessary, interpretations or clarifications in response to such
questions will be made by issuance of an “Addendum” to all prospective responding firms within a
reasonable time prior to solicitation closing, but in no case less than 72 hours before the solicitation
closing. If an addendum is necessary after that time, the City, at its discretion, can extend the closing
date.
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Any Addendum issued, as a result of any change in the RFP, will be sent via email to registered firms.
Firms will be asked to acknowledge receipt by emailed reply. Only questions answered by formal
written addenda will be binding. Oral and other interpretations or clarifications will be without legal
effect.

City’s Project Manager: City Manager Abigail Elder will be the project manager. She can be reached at
a.elder@cityofhoodriver.gov.

Public Record: All proposals submitted by qualified firms shall become the property of the City and is
public record unless otherwise specified. A proposal that contains any information that is considered
trade secret under ORS 192.501(2) should be segregated and clearly identified as such. This
information will be kept confidential and shall not be disclosed except in accordance with the Oregon
Public Records Law, ORS 192. The above restrictions may not include any subsequent cost or price
information, which must be open to the pubilic.

Protest Procedures: Proposer who believes any details in this solicitation are unnecessarily restrictive
or limit competition may submit a protest in writing to Jennifer Gray, City Recorder
(j.gray@cityofhoodriver.gov). Any such protest shall include the reasons for the protest and shall detail
any proposed changes to the solicitation. The City shall acknowledge any protests and, as deemed
appropriate, issue any appropriate revisions, substitutions, or clarification via addenda to all registered
Proposers.

To be considered, protests must be received by January 31, 2025. The City shall not consider any
protest against award due to the content of the solicitation or contract terms submitted after the
established protest deadline. If a protest is received in accordance with the section above, the proposal
opening date may be extended if necessary to allow consideration of the protest and issuance of any
necessary addenda to the proposal documents.

ORGANIZATION OVERVIEW

Hood River’s population is just over 8500 people encompassed in approximately 3 square miles.
Located 60 miles east of Portland, Oregon, Hood River is a one-hour drive from Portland International
Airport. The City operates as a council-manager form of government. Hood River administers a $44M
all funds budget and has 74 employees, along with elected and appointed officials who may also use
City technology equipment and technology. City departments include Administration, Finance,
Fire/EMS, Planning, Police, and Public Works (engineering, parks, roads, stormwater, wastewater, and
water.)

The City last reviewed its IT services in 2018, resulting in its first Five-Year Technology Plan and the
hiring of a dedicated IT manager. Implementation of the plan included audio-visual equipment for
broadcasting public meetings; moving staff to laptops and mobile devices; upgrading security and
network features; and establishing an equipment replacement schedule.

101317.0 30of 10


mailto:a.elder@cityofhoodriver.gov

In 2023, the City’s IT manager retired. Currently, the City contracts day-to-day IT services to a private
company. The contractor monitors and services the City’s network infrastructure and IT hardware.
Software support is typically provided by the respective software manufacturer with the contractor
providing additional consultation or coordination as needed to resolve any issues.

City employees use MS Windows products and industry-specific software on a mix of desktops,
laptops, and mobile devices, along with a VOIP telephone system. Network devices include on-site and
cloud servers, 2 firewalls, 5 switches, and 10 wireless antennas. The City has an IT equipment
replacement schedule but no IT-specific written policies.

Notable department-specific IT functions include:
¢ All departments make extensive use of GIS systems in coordination with Hood River County.

¢ Police Department uses both vehicle and body cameras to collect video footage, which is stored
in a cloud-based system.

e Public Works Department is rolling out advanced metering infrastructure (AMI) for remote
collection of water meter data.
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SCOPE OF WORK -

DESIRED PROJECT OUTCOMES: This project includes two elements. While it is the City’s preference
to enter into an agreement with a single vendor that can provide the complete range of required
functionality and related services, the City may elect to enter into a service agreement for the complete
set of services, as a phased workplan, or as a stand-alone engagement for any service.

Five-year Information Technology Plan that captures the City’s current IT condition and
provides a path ahead for its future. The plan will provide recommendations for equipment,
software, security, policies and budgets for implementation by non-technical general managers
to ensure a cost-efficient, stable, scalable, and secure IT system that best supports City
operations consistent with best practices for similar sized municipalities.

Cybersecurity Audit and Report: A separate report that reviews city systems for internal and
external vulnerabilities, back-up and restoration capabilities for disaster recovery, makes
recommendations for improving security systems and threat mitigation, estimates costs, and
informs the five-year technology plan.

Five Year Plan: Scope of Work

1.

Project management plan, including a work breakdown schedule with tasks, schedules, and
dependencies; a list of city staff and vendors to be interviewed, proposed dates for on-site visits.

Employee and Departments Input: Produce and distribute online survey to all city employees
to assess current IT environment issues, develop needs analysis, functional limitations, day-to-
day support needs, and training needs. Meet with department heads and relevant staff to
discuss current challenges, desired functionality, and future IT plans. Review help ticket reports
for trends and patterns.

Document Review: Obtain and review current network documentation, data transport invoices,
cabling infrastructure, cloud services and software application list, written IT policies, CJIS
security audit, PCI compliance scans and SAQ, hardware inventory, software inventory (number
of licenses for each version), software contracts, and IT support services contract. Identify
integrations to other systems. It is expected that the awarded contractor will be able to work
independently to obtain this information.

4. Technical Audit: Perform on-site technical audit, including the following:

a. Validate network documentation and update as necessary.

b. Verify software versions & inventory, cloud-based subscriptions & services, hardware
condition, validate hardware inventory, and validate backup and disaster recovery
strategies (both for data and equipment failure/replacement).

¢. Using information collected from the Cybersecurity Audit, document data security
measures, back-up practices and policies, where is data stored, how is access defined,
who manages/maintains/monitors user access. What systems or procedures are in place
to protect data and for data recovery.
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d. Validate integrations to other systems, whether they are working as intended, secured

and documented.

Gather feedback on current IT support services contract.

Gather all maintenance agreements, software agreements, license keys, and service
contracts (Internet, phone, and copier).

Inventory all IT spaces, including dimensions of space, primary usage, description of any
shared usage, physical security, and environmental controls and conditions (electricity
conditioning, battery/generator backup, HVAC/humidity, general cleanliness
(dust/dirt/bugs/rodents)).

5. Gap analysis: Document gaps in current systems discovered by user feedback, or comparing
systems to best practices for municipalities of a similar size, or a misalignment of condition
compared to criticality. Relate condition of system to criticality of failure.

6. Immediate needs and future design: Develop a high-level plan of the IT environment that fills
issues found in the gap analysis.

h.

Develop hardware and software requirements to sustain this environment and produce a
rough order magnitude costing for steps to achieve this design.

Produce life cycle estimates for current hardware and software and how legacy systems
might migrate to the future environment.

Recommend updates to IT policy to align with industry best practices and ensure
compliance with state and federal regulations.

Improve business continuity plans, including updates for data and equipment recovery.

Five Year Plan: Deliverables
1. Project management plan, including a work breakdown schedule with tasks, schedules, and
dependencies; a list of city staff and vendors to be interviewed, checklist of items required for
the document review and technical audit, and proposed dates for on-site visits.

2. Written report, including:

a.
b.
c.

— T
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Executive summary

Detailed results of findings, analysis and recommendations

Five-year IT replacement and maintenance plan with cost estimates suitable for
budgeting purposes

Tactical project plan that includes actionable implementation steps tailored for a non-
technical audience.

Recommended IT policies, including updated language for employee policy handbook
and procurement policies and best practices

Identified options on how to most cost-effectively deliver help desk and other operational
support for staff with estimated costs

Results from employee survey and department interviews

Detailed inventory of hardware, including serial numbers and purchase date/age
Inventory of licensing counts with version, serial numbers and license keys

List of cloud-based services, software and service contracts with vendors and terms
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Cybersecurity Audit: Scope of Work

1. Test for susceptibility to Advanced Persistent Threats (APTs) such as viruses, malware,
Trojan horses, botnets and other targeted attack exploits. Evaluate the City of Hood River’s
current threat posture including antivirus and Intrusion Detection and Prevention (IDP)
capabilities. Assess the City’s employee awareness on recognizing and avoiding potential cyber
threats.

2. Review wireless network system components and cloud-based systems for security
vulnerabilities, validating system-specific configurations and known exploits.

3. Validate system-specific configurations and review for known exploits. This includes
firewalls, switches and routers, Microsoft Active Directory, email and file servers, web servers,
wireless routers, VPN, VoIP and planned CCTV systems.

4. Assess VolP network system components for security vulnerabilities, validating system-
specific configurations and reviewing for known exploits.

5. Evaluate and test back-up procedures and data recovery and system restoration plans.

6. Review existing IT policies and procedures and make recommendations for changes and/or
additional policy and procedure development.

Cybersecurity Audit: Deliverables
7. Project management plan, including a work breakdown schedule with tasks, schedules, and
dependencies; a list of city staff and vendors to be interviewed or surveyed, proposed dates for
on-site visits.

8. A written report including:
a. Executive summary detailing the City’s Cybersecurity position and restoration
capabilities, including a comparative scorecard of findings;
b. Results of vulnerability testing performed; identified cybersecurity vulnerabilities, gaps,
and mitigation plans;
c. Prioritized road map of activities, developed in conjunction with City staff, to enhance the
City’s future cybersecurity position.

9. Projected costs including an estimated range of the total services costs to implement the
proposed solution, and a Rate Sheet that specifies and itemizes the cost for each proposed
component, including all licensing, support, maintenance and hosting items. For subscription-
based services, provide annual pricing.

SUBMISSION CONTENT AND FORMAT: Submissions are limited to 30 single sided pages and
should include but are not limited to:
o Title page with name and title of the Firm’s contact person, address, telephone number, email
address and date of submission
e Transmittal or cover letter
o Detailed response to each element of the scope of work
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Overall approach to the project

5 Year IT Plan

Cybersecurity audit and recommendations
Operation management and next steps

o O O O

e Firm and project team qualifications
e Three references (not included in page limit)
e Completed Business Statement (provided on last page of this RFP, not included in page limit)

PROPOSAL EVALUATION PROCESS
1. All Consultants must meet the following minimum qualifications:

Consultants hold any certifications, degrees, and/or licenses required in their industry or
required to complete the project scope

Minimum of eighteen months in business providing professional consulting services under
the same corporate name, or for recently created or incorporated firms, a minimum of three
years of relevant professional experience for staff overseeing the project

Ability to meet Insurance and Insurance Endorsement requirements currently required by
the City

Ability to execute a Professional Services Agreement with the City

2. A Selection Committee assembled by the City will review the written submittals. Submittals will
be evaluated in accordance with the following criteria:

Criteria Weight
Response submitted on time and complete Pass/Fall
Meets minimum qualifications as listed above Pass/Fall

Demonstrated experience working with comparable cities on 20 points
similar projects and specific knowledge of government
operations, rules, and business considerations

Key personnel qualifications: relevant and recent experience 20 points
to scope of work

Overall approach to project 20 points
Response to 5-Year IT Plan Project 15 points
Response to Cybersecurity Audit and Recommendations 15 points
Project

Demonstrated ability to perform high quality work, control 10 points

costs and meet schedules

TOTAL | 100 points

3. Presentation/Interview The top Consultants may be invited to interview. This will provide an
opportunity to clarify or elaborate on their submittal. The City Recorder will schedule the time
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and location of these presentations (if necessary) and notify the selected firms. The Selection
Committee will update their point totals to incorporate information learned from the interviews.

4. Investigations of References The City reserves the right to investigate references and the
past performance of any firm with respect to its successful performance of similar projects,
compliance with specifications and contractual obligations, its completion or delivery of a project
on schedule, and its lawful payment of employees and workers and incorporate this information
into selection points allocation.

5. Clarification of Submittal The City reserves the right to obtain clarification of any point in
regard to a submittal or to obtain additional information necessary to properly evaluate a
particular submittal. Failure of a firm to respond to such a request for additional information or
clarification in a timely manner could result in rejection of their submittal.

6. Submittal Rejection The City reserves the right to:
e Reject any or all submittal not in compliance with all public procedures and requirements
¢ Reject any submittal not meeting the specifications set forth herein
e Waive any or all irregularities in responses submitted
o Reject all submittals
e Award any or all parts of any submittal
o Request additional information or references to determine responsiveness
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Business Statement Using this form, complete and submit with your proposal response.
1. Name of Business:

2. Business Address:

3. Phone: 4. Email:

5. Business Classification (check all that apply)
U Individual U Partnership [J Corporation [0 Women or Minority Owned
6. Federal Tax Number (Please attached a completed W9):

7. Name of Owner:

8. Does firm maintain insurance in amounts specified below? Yes: 1 No:[ If no, describe.

A. Commercial General Liability insurance of at least $1,000,000 per occurrence: $2,000,000
aggregate; naming the City as an additional insured on the policy contingent on contract award.

B. Technology Errors & Omissions / Technology Professional Liability insurance of at least
$1,000,000 per occurrence: $2,000,000 aggregate; naming the City as an additional insured on
the policy contingent on contract award.

9. Are there claims that are pending against this insurance policy? Yes: (1 No: 1 If yes, describe.

10. During the past five years, has the firm, business, or any officer in the firm or business, been involved
in any (1) bond forfeiture, (2) litigation personally involving the firm, business or any officer in the firm or
business (other than dissolution of marriage), or (3) claims filed with any insurance carrier concerning
the firm, business, or any officer in the firm or with any insurance carrier concerning the firm, business,
or any officer in the firm or business. Yes: [1 No: [1 If yes, describe.

11. Has company been in bankruptcy, reorganization or receivership in last five years? Yes: [ No: [
12. Has company been disqualified or terminated by any public agency? Yes: [1 No: [

13. Proposal offers shall be good and valid for at least 90 days. Failure to concur with this condition
may result in rejection of the offer. Does the firm accept this condition? Yes: [1 No: []

14. The Company does not / will not have a potential financial interest in the conclusions of the 5-Year
IT Strategic Plan or otherwise have any conflicts of interest when providing independent expert
analysis and recommendations. Yes: [1 No: I

15 Having carefully examined all the documents of the solicitation, including the instruction, the
undersigned proposes to perform all work in strict compliance with the above-named documents, as

well as in compliance with all submitted proposal information. Yes: 1 No:
Firm Name:

Signature: Print Name:

Date:
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